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What is Cyber Security?

Definition used:

Protection of information systems (hardware, software and associated infrastructure),
the data on them and the services they provide, from unauthorised access, harm
or misuse.

This includes harm caused intentionally by the operator of the system,
or accidentally, as a result of failing to follow security procedures.
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Scale of threat Orbis
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Scale of threat OI’biS

RANSOMWARE EVOLUTION

THREE MOST TARGETED INDUSTRIES IN EUROPE

FINANCIAL SERVICES MANUFACTURING PUBLIC SECTOR
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Scale of Threat Ol‘bis
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Rise of Cyber Crime in the UK

orbis

Fraud & cyber-offences shown as a proportion of overall crime

1.21m Criminal damage
0.37m Bicycle theft —\

0.88m Vehicle theft —

3.70m Theft —.

1.27m Uic:lence\\‘

.

0.15m Robbery \
0.67m

Household theft

-

0.70m Domestic burglary ———

B

ton & Hove
ty Council

Fraud and Computer Misuse 5.77m
Bank & credit card fraud 2.47m

Non investment fraud 1.04m

/ Advance fee fraud 0.11m
Other fraud 0.14m
Computer viruses 1.36m

Hacking emails & social media 0.65m

SOURCE: CRIME SURVEY OF ENGLAND & WALES ONS
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Why attack Local Government ? Orbls

* Financial Gain

Medical and personal Information for resale
Fraudulent activity (fake invoices, bank details)
Intelligence gathering for future attacks
Ransom of information

e Politically Motivated Attackers

Anger at closing services, digging roads on green belt, perceived injustice,
personal political attacks, political activists, face of authority and
bureaucracy, disgruntled employees

e Script Kiddies

Easily available toolsets used by low skill attackers looking for easy targets
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Global Cybercrime Stats

O

Cyber crime damage costs to hit $6 trillion annually by 2021.

It all begins and ends with cyber crime. Without it, there's nothing to cyber-defend.
The cybersecurity community and major media have largely concurred on the
prediction that cyber crime damages will cost the world S6 trillion annually by 2021,

up from S3 trillion just a year ago.

Cybersecurity spending to exceed $1 trillion from
2017 to 2021.

The rising tide of cyber crime has pushed
cybersecurity spending on products and services to
more than S80 billion in 2016, according to
Gartner. It's not clear if that includes an accounting
of 1oT device protection and total consumer
spending on security. Global spending on
cybersecurity products and services are predicted
to exceed S1 trillion over the next five years, from
2017 to 2021.

I DON'T ALWAYS THINK ABOUT

CYBERSECURITY

i

BUT WHEN 1 DO, IT'S USUALLY
T0O LATE

memegenerator.ne
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http://www.hackerpocalypse.com/
http://www.csoonline.com/article/3110467/security/cybercrime-damages-expected-to-cost-the-world-6-trillion-by-2021.html
http://www.information-management.com/news/security/cybersecurity-data-breaches-costs-threats-vulenrabilities-10030570-1.html
http://www.csoonline.com/article/3083798/security/cybersecurity-spending-outlook-1-trillion-from-2017-to-2021.html
http://www.csoonline.com/article/3083798/security/cybersecurity-spending-outlook-1-trillion-from-2017-to-2021.html
http://www.csoonline.com/article/3083798/security/cybersecurity-spending-outlook-1-trillion-from-2017-to-2021.html
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Global Cybercrime Stats cont. QIO

| N

Cyber Attacks on people to increase to 4 billion people by 2020.

As the world goes digital, humans have moved ahead of machines as the top target for
cyber criminals. Microsoft estimates that by 2020 4 billion people will be online—
twice the number that are online now. The hackers smell blood now, not silicon.

Global ransomware damage costs are
predicted to exceed $5 billion in 2017.
That's up from $325 million in 2015—a 15X
increase in two years, and expected to
worsen. Ransomware attacks on healthcare
organisations—the No. 1 cyber-attacked
industry—will quadruple by 2020.

What does it all mean? Last year, Ginni Rometty, IBM's chairman,
president and CEOQ, said, "Cyber crime is the greatest threat to every
company in the world."
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http://www.csoonline.com/article/3149510/security/the-human-attack-surface-counting-it-all-up.html
http://www.csoonline.com/article/3149510/security/the-human-attack-surface-counting-it-all-up.html
http://blogs.microsoft.com/microsoftsecure/2016/01/27/the-emerging-era-of-cyber-defense-and-cybercrime/ target=
http://www.forbes.com/sites/stevemorgan/2015/11/24/ibms-ceo-on-hackers-cyber-crime-is-the-greatest-threat-to-every-company-in-the-world
http://www.forbes.com/sites/stevemorgan/2015/11/24/ibms-ceo-on-hackers-cyber-crime-is-the-greatest-threat-to-every-company-in-the-world

Statistics

Email Security on Global level

205 Billion email sent every day

39% attachments contain malicious files

34% of links embedded in email are malicious
77% of all malware is installed via email.
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Statistics O

Email Security at East Sussex (1 Month) -

Received 5.5 million messages

Rejected 4.8 million messages (poor reputation)
Rejected 20k as SPAM

Rejected 55 with direct Virus attached

11.5k needed additional checks

Clean Messages received 670,000
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Statistics O |
(Example of incident)

In 2015 a single virus evaded 3 different anti virus checks, a global reputation
filter and a single user opened the malware attachment that arrived via email.

In 10 minutes 20,000 files where encrypted.

IT and Digital fully restored all the lost files within the hour and contained the
outbreak

The Operations and Information Security team lost a day’s work with ongoing
checks and due diligence. The user’s team lost % days work.

In Information Security the good guys have to be right every time.
The bad guys just need to be right just once!
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What are we doing to stop Oro
attacks?

What does good security look like?

* Risk Management of systems and services
e Information Governance
e Technical Security
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What are we doing to stop Ornl
attacks?

Risk Management
Bl vAzZARS

Has been subject to internal and external auditing, awarded Substantial
Assurance

Risk management is embedded in every stage of information handling
development and procurement.

i.e. New and existing software and hardware, cloud services and web
technologies are risk assessed as part of the procurement

Managed by staff that hold international accredited security credentials.
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What are we doing to stop Oorp
attacks?

Information Governance

Essential role to ensure that only needed information is retained, processed
legally and is shared only with authorised individuals.

Independently accredited by NHS N3
Lead by GDPR Certified Practitioner

Accredited by Orbis Internal Audit and Mazars
BEE MAzZARS
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What are we doing to stop Ol
attacks?

Technical Security
Government accredited security standard on our infrastructure (PSN)

NHS certified network connections (HSCN)
ISO 27001 certified (and award winning) Orbis Primary Data Centre at Redhill
Meet PCI standards on Card payments

Security is embedded in every level of provision.

Our technical defences are attacked several times a year by friendly (white
hat) hackers looking for flaws and vulnerabilities. (Penetration Testing)

This helps keep our infrastructure resilient and safe.
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What are we doing to stop Orplis
attacks?

Threat Sharing

Founder members of the South East Cyber Cluster

Members of the Sussex and Surrey NHS Cyber Security Group

Work with Cabinet Office, Ministry of Justice, NHS, Department of Work and

Pensions, National Cyber Security Centre.

Employ 2 CISSP (Certified Information Systems Security Professionals)

Only 5,000 in the UK
Certified
Infarmation
. Systemns Security
CISSP Professiona
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Challenges

There is a world wide shortage of cyber security trained staff,
Central Government advises “growing your own”.

World wide security budgets are going up to meet the escalating
threat to all Organisations. Local Government funding cuts
threaten to undermine security standards , weaken public trust

in local government and open up substantial losses through fines
and civil action.

Cuts on Operational IT staff reduce the capacity for incident
handling and could threaten the detection, response and
resolution time of cyber incidents.

! sssssssss

Dl SAYAAY SURREY



What’s coming?

Enhanced user awareness training — users to be Phished and
given learning experiences at point of use in a safe and secure
environment

SIEM — A new Security Information and Event Management
system is due come online Q4 (Enhanced logging and analysis of
potential issues or threats within the network)

Policy Notification Software — Mandatory training and
notifications of critical statutory changes pushed to users
desktops.

! sssssssss
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ol

What’s coming?

GDPR training and workshops to cascade vital skills and
information to those affected by new Data Protection laws.

Move of ESCC servers to the Orbis Primary Data Centre
(1ISO27001 certified Tier 3 environment)

Development of “Security Advocates”. Trained staff that can
cascade and share cyber security insights and highlight potential
Issues.
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What happens when it goes e
wrong? Or IS

Nottinghamshire County Council

31 August 2017, Monetary penalties, Local government

A council has been fined £70,000 by the Information Commissioner’s Office for lea...

London Borough of Islington

17 August 2017, Monetary penalties, Local government

Islington Council failed to keep up to 89,000 people’s information secure on its par...

Cheshire West and Chester Council
10 August 2017, Undertakings, Local government

An Undertaking to comply with the seventh data protection principle has been sign...

Medway Council
13 June 2017, Enforcement notices, Local government

Medway Council has been issued with an enforcement notice by the Information C...

Gloucester City Council
12 June 2017, Monetary penalties, Local government

The Information Commissioner’s Office has fined Gloucester City Council £100,000 ...
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What happens when it goes
wrong?

B E 'n Sign in News Sport | Weather iPlayer TV = Ra

NEWS

Home UK  Word Business Palitics Tech Science Health Education Enterts

England Regions  Lincoinshire

Lincolnshire County Council hit by £1m
malware demand

(9 29 January 2016 | Lincolnshire f L J [ ~] E «§ Share

A ALL YOUR PERSONAL FILES HAS BEEN ENCRYPTED A

All your data (photos, documents, databases, etc) have been encrypted with a private and umgue key generated for ths
computer. This menas that you will not be able to access your files anymore unbl they are decrypled. The private key s
stored i our servers and the anly way o recerve your key 1o decrypl your files 13 making a payment.

The payment has to be done in Bilcomns to a ungue address that we generated for you, Bdcoms are a virtual currency to
make onkne payments. If you don’t know how to get Bitcoins, you can chck the button “How to buy Bitcoms™ below and follow
the mstruchons.

When the provided bme ends, the payment will mcrease o 1 Bicoms (§350
aprox.). Also, if you don't pay m 7 days, your enigque key will be destroyed and you won't be able to recover your files
Ay MOre

Payment raise Final destruction
3 days, 23:55:31 6 days, 23:55:31
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What happens when it goes e
wrong? Orpis

WannaCry

Qoops, your files have beean encrypted!

What Happened te My Computer?

Yo bmpoatant Alles are encryphed

Many of your docementi, photod videod, databaded ind other Mled ace no loager
srible because they have been sncrypied Maybe you are bary locking For s way o

TeCovEr your Fles. bat o not wasts your time. Kobody cam recover your files withost

Loy (T pRiOn SeEvion.

) . 155] &2
Canl Re My Files? Map of the countries iniialty AMec

Sare. We guaranies that you can recover all your files safely and sasily. But o have
reeft g e s Hime
You can decrypt some of your files for free. Try now by clicking <Decryps=.
Bt Iy Wil b dirypd &l your Fibed, 1o Hinkd 05 Ry,
You saly kave 3 diyr to dulsmit the paymsst Afier that the prics will be doublsd
Alsa, if you don't pay in T days. yoa won't be able 1o recover yoer fles forever

‘o will have free svents for aeers who are 2o poor that they couldn’t pay ind months

How Do 1 Pay?
Faymant is accepted in Bitcodn only. For mere information, click <About bitcolss
Plaase chack tha current price of Bittoin ind buy soms For more inlor
click “Hew to by bitosknis
red e COITRCE Emmeount bo the eddress specifled in this window,
her ooy paymest Clck obeck Pay=en>. Beo vime 1o checlc 9:00am - [1-00am

ua Ny

theshadowbrokers

E@shadowbrokerss

-E:' [heshadowbrokers. bit

] Joined August 2016
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Surrey — Major Hacker O
apprehended

A British man accused of being behind a cyberattack on two of the UK’s
biggest banks has been extradited from Germany to face charges.

Daniel Kaye, 29, of Egham, Surrey, is facing nine charges under the Computer
Misuse Act, two charges of blackmail and one of possession of criminal
property. He’s accused of using the Mirai botnet to launch DDoS attacks on
Lloyds, Halifax and Bank of Scotland over two days in January this year.

He’s alleged to have asked Lloyds for a ransom of £75,000-worth of Bitcoin,
which was not paid. Kaye is also charged with endangering human welfare
with an alleged attack against Liberia’s biggest ISP, Lonestar MTN.

The UK’s National Crime Agency said: “The investigation leading to these
charges was complex and crossed borders. Our cybercrime officers have
analysed reams of data on the way. Cybercrime is not victimless and we are
determined to bring suspects before the courts.”
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https://nakedsecurity.sophos.com/2016/10/24/mirai-mirai-on-the-wall-through-the-looking-glass-of-the-attack-on-dyn/
https://nakedsecurity.sophos.com/2016/10/24/mirai-mirai-on-the-wall-through-the-looking-glass-of-the-attack-on-dyn/
https://nakedsecurity.sophos.com/2016/10/24/mirai-mirai-on-the-wall-through-the-looking-glass-of-the-attack-on-dyn/
http://www.nationalcrimeagency.gov.uk/news/1179-british-man-back-in-uk-charged-with-cyber-attacks-on-banks
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